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Abstract of TW 484292 (B) 

An apparatus and method of electronically 
distributing electronic data from a server to a client 
device via a network infrastructure. The method and 
apparatus utilizes asymmetric encryption (e.g., 
public key encryption) to transfer data from a server 
to a client device. Once the data is received by the 
client device, it is written to a destination media such 
that it cannot be accessed from any other piece of 
media. A unique identifier of the media, which is 
embedded onto the media during the manufacturing 
process is used to prevent access from other pieces 
of media. The downloaded data may also be 
associated to the media by a compound key that 
includes the unique identifier of the media, a vendor 
identifier and a user identifier.; The method and 
system establishes a connection between the client 
device and the server via the network infrastructure; 
transmits, via the network infrastructure, the public 
key; encrypts, at the server, the key to the protected 
electronic data to be communicated to the client; 
communicates, via the network infrastructure, the 
electronic data to the client device, wherein the 
electronic data is in an encrypted format; decrypts 
the electronic data in accordance with the key to 
protected data; and writes, at the client device, the 
electronic data to the one piece of media, such that 
the information may be accessed for use from only 
the one piece of destination media. The electronic 
data is encrypted and written to the media using 
either the aforementioned unique identifier or 
compound key. 
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An apparatus and method of electronically distributing electronic data from a 
server to a client device via a network infrastructure. The method and apparatus utilizes 
asymmetric encryption (e.g., public key encryption) to transfer data from a server to a client 
device. Once the data is received by the client device, it is written to a destination media such 
that it cannot be accessed from any other piece of media. A unique identifier of the media, 
which is embedded onto the media during the manufacturing process is used to prevent access 
from other pieces of media. The downloaded data may also be associated to the media by a 
compound key that includes the unique identifier of the media, a vendor identifier and a user 
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identifier. The method and system establishes a connection between the client device and the 
server via the network infrastructure; transmits, via the network infrastructure, the public key; 
encrypts, at the server, the key to the protected electronic data to be communicated to .the 
client; communicates, via the network infrastructure, the electronic data to the client device, 
wherein the electronic data is in an encrypted format; decrypts the electronic data in 
accordance with the key to protected data; and writes, at the client device, the electronic data 
to the one piece of media, such that the information may be accessed for use from only the one 
piece of destination media. The electronic data is encrypted and written to the media using 
either the aforementioned unique identifier or compound key. 
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SuppReady.mp3 
<ITF ARTIST :>Genesis 
<ITFTITLE:>Supper's Ready 
<ITF ALBUM :>Foxtrot 
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• mums tcp/ip nmm&-m^m&mmmmm ° 

struct SocketCommend 
{ 

unsigned long Code; 
unsigned long size; 
unsigned char Data[400]; 

}; 

{ 

char First[20]; 

char Last[20]; 

char Address[40]; 

J char City [20]; 

% char State[3]; 
S 

W charZip[6]; 

J charCreditCard[17] 

# char ExpDate[5]; 

f 

it 
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char Phone[13]; 
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charKey[128]; 
long int DatalD; 

}; 

206 • Bftflggg 16 jfi|JHMJ 3 2&;fc«lft(Kl)& 
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ftp 20 B«H««*&R«**>h • Jfcfctt ■ KftKS 16 
«J»«Jn*»»^«ai*»lll5(K3)fl|jg5fflP 20°£# 

r 210 . mmpmm 20 ^fijffim;3£*fli*]&(K2)i»g&« 
jn«»»M«»*»«Hb(K3))i¥a ° itl^ltli^ 

^ib(K3)pT^#^ RAM 64 jaffi&«ftffl&Hr&fllJ3£« 

211 . mmpgiw. 200$ 22)««^aw-i3S 
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a^abs 16 nm^m^mxnm 20 ^iii^i 22(11 
211 m 218 ^n/y . am t maw • 212 » 

&^8B3 16 {MS«0 tcp/up «flTMi»fflJn*^»M« 

^ia«i 20 zmmmzizm-mfetfjmm&m • w$nju 



23 

t B a (CNS)A4 (210 * 297 ) 



A7 
B7 



i > #91 1MB ( yl ) 

struct SocketData 
{ 

unsigned int Code; 
unsigned long size; 
unsigned char Data[4000]; 
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mmgfcmmm • • 212 ua 214 . 

ffl«Hb(K2)J^SK»^«Sl*lft(K3)Jn^j»* • 214 

&??&#i&&fli 28 ztmm{$&#m 216 . g 

ITF ffipli^^ff^^li 28 ^Pi-^^S0^(^-« 

JfiffiI)*ft«^il»(»-*flSffil)MJnf!f • 

ttHRffitt 28 tsMffl « %L&^mm*m ■ 300 . k 
^gAii^ 28 o $nms$oiit ' ^^^ffixmii 20 ^se 

m#fRM&$lW¥ ' ^&!§ 28 nJ^JSfi Iomega . 
Roy, Utah ZIP e fl£5JR - Iomega ZIP fl 
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zip^m . {^fflSffe^^-fiiit-^iisij^-^Ri^^^^ 

CD-R • DVD-RAM > URJtflft • 

SEffl^fflA«ffli 20 BrfiJffl-fllfflfiS^BCAPI)** 
£8 ft ft ' KfllfflS^^®(API)«fiia«Ji Iomega Ready 
API.#ft&ffia^ft£ffi'#«W*H$'K Iomega 
Ready APIf^fiS SCSI 0x06 Non-Sense fg^&&RftttlB 

flfiflf^M Non-Sense fg <fr £ QIS II (Disk Status 

Page) (H 0x02) . RjK*^^|fK9 Rflg EI 

EH&7Gffl. 20-59 MJDfilftS • MjfcSR Iomega ZIP*ftft£ 

&a««3io*fT#NK 302 £^«*»wffisn~Fffifli : 

void CclientApp: :GetZip Drive() 
{ 

intj,k; 

m_DriveNum=0; 
forG=0;j<26ij++) 

//scan the drives and find the IOMEGA drives 

{ 

if(IsIomegaDri ve(j )) 
{ 

k=GetGeneralDevType(j ) ; 
if(k=DRIVE_IS_ZIP) 
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{ 

m_DriveNum=j; 
j=26; 

} 

} 

} 

} 

void CclientApp::GetSerialNumberO 
{ 

unsigned char szBuffer[1024]; 

memset(szBuffer,0,sizeof(szBuffer)); 

memset(&m_SeriaINumber,0,40); 

GetInfoNonSense(m_DriveNum,0x02,szBufFer); 

Memcpy(&m_SerialNumber,«feszBuffer[22],39); 

} 

28 ±ipri - jt^ • mm-ftf¥mmmm&^&%)m.BZiz 
ro(«*)ju»«awm**ii#ji*ffiRi«i»s(i? • *w 

MS ' Iomega ZIP^ttflEffife^ — ffl«£ — ft 39 fuTEfl 

(312 tt7c)^j?E^i»Ew ■ MJf~^mm%m®.7tmm. - 
m-tomn&ttik ' ram 64 • 

a*4»-ii«iT»ff(^fiPifii«-asiiB!i?«f* 

*4*AK«« 28) - WmMft&&m 312 &|IIM#R 217( 
^£11) • 
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*s»isii#*±i!iiiiim« : Rr2:*iiis*«i»* • mm 

KB5##ff^RrftttJ*-tt8)IHBfr (LAN) - % # m s& 

(wan) . ^*3iwiKm^2-rai!RaMm • 

umm-nmm • 304 . «t#i««#«tfl 
• jtts*fiRr*s^fti«i¥SMa*« itf ffipg^^ • 
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mFm&ff — i^tt^j itf m^m s • 

ftaSfll^faAM 20 . 22 ±£«& • 

306 . • ft«^«ii*a 

*5*ffiWl*«£pJ* RAM 64 43^^^^^ 76 ± ° . pT 

fcgrR 308 . ^jtStK«^JP«/*ailJ!!i • R£J*rT 

xor . «a - ^ifiMM^s • - 

V0U0V1U1V2U2V3U3V4U4V5U5V6U6V7U7 > Vx 

S5#«0u&7cffi x . j?ff ux vtMmm^m&Ttm. x - ma 

CK=S XOR (V}fA£ U) 
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CK-«£*1!; 

MaKS^^HfrS^R 312 . £4i£ffi£[sl^K 

217(H5ffl) • 

$OfSti 300 £ffifiR ITF fliPUM fl|j£RT«W 
M£lfg# RAM 64 0 $0 Jtb ' £^P£ 310 > R ITF ffl^lJH 

tae ram 64 ®mm-ftmM?mmm£®&m.Rft&wt 

312iI[H]#^217(m£H) 0 

*fl&»&.l.«#J*R RAM tp . jtt^WfU%ffiT«g/f JD 
31 ° MM ' :£tTa^«H 28 5F*£T«»§W«£I& • R 

302 304 S 308)Rj&f| 28 • S&Eft^lttH-ffi 

RTf|gtfc±at#«« ■ ftMSMtHnfitt^SIS 

mmmmmzm • 217 . re^h 20 ^fij^ 

fl***-jn***ffi«FT*2W«in* • it 217 pj 

Blowfish Jflf&iH'J3l5»ff • m Blowfish in $ nai ft « « £ 
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nwm ' xnnnmnM^^mmmmmmmmm^z 32 

ft 7E fiU « m M 9 ± Bf ' 0J & ffc £ Intel Pentium 
IBM/Motorola PowerPC • ®f 2 • Blowfish g — HoTStft 

g£ 64 fuTc^^^ci • nm^nmnmmmm^m • 

SE«tfe«^SP^«l»S# 448 ft7G2*JB;Wg|j£*8ftS 
4168 ffc7C2«ffl^*ltt&yO . R*3(4JP?&««S- 16 fit 
3t(round)Feistel • £ $ — *R — * ffc tfc 

ft 32 ffi7Gft? 7C±fE2J? OR(XOR)£iiaffiJn • ng-«fl> 

» • 

218 . mmp^mmmmmmznn^mmm 
^mmmxmnxmm^. 28 « mmmmxmmn 2% z& 

211 £ 218 Wgff«-Hft*ltlimWfl9Jf»J^ 
ftK^flBi* 16 T«MRffl^iAIJ» 20 U± • S*£B#& 
ffl^^SAmiH 20 #tt!SH£&tt9J^aft0EftM 16 ft 

»8*ie«^« • MRmmmmmm&m 312)- jt&a: 
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jl > %twtm ( >n 

w^m ' mnmnw\&%.mmmfi®, • ant • sons*** 

«iinrBiflXJsiia*AW*««Eii • m - Ri£s??#<g 

itl^^-^^(kiosk) . -PH#pI^-^^P 28 iAi? 

hjm ' w*m*t*H-) ° »ira« «r tut ' 
fflmT<R^*^w«R«ij^^ffi 1998^0^ 17 Haiaj^ 
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||JUI»±#S*»^J2l»ttj 2 *S ■ * f!l * I* * J* tt SIS 

09/061,493 • &ft*E 1998 R 13 B ft ffl^ffi ±f^S 

A^^s^ IOM-2793 - 

fjttft^ • si • it^#^e*i#^5£#j£ • 
jusj^ ' mfkm&QMnmwi&& • • jus. pcmcia 
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i3.sp^ if mmmm 12 mmmzmm - £<t> Rgn 

mmm-m^mnm^ - g^RraiiR&ffiBaaR^a , 
i6.$D^i»9fij«Eg^ 15 mmmz&w • £*R7g* 

Z7tmm#)7t 7 Mm > j^ss^nis^igiissii 

iKR*^*** • 
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H-bH 

l.IPMVERSION : & n. n £g • *S»i£*gl# ITF ft^jfoZlffim . 

$G#!i§<ITF VERSION > : 0.1 
2.ITFNEWFILE : ft 7C * K ft tf *r ft 3EF ft * EU X IS ft 2 7C * 

*4 • IISI ITFVERSION 7C«S22»-7G«I2 . ft7G*ffe&|£ 

w-*«» itf ^^pjffl^ Batch rm • 

3.ITFFID : ft * IS & Jf ft £ B £Jf Jftid • 

4.ITFSERVER:JimMfe^^ma^^2iHlJ}g^^ IPS^-RTf* DNS 

IP sm • &£j£ IP M • ft^A^frM DNS^If • 
5.ITFFILENAME : '&&mmMZ%ffi • 
6.ITFARTIST : ^ffiiHDi# • RnSJafflK#5£tt«#:&^: . 
7.ITFTITLE : SKffi^fg • 
8.ITFALBUB : §Kft#TJ§£»©:Sf8 - 
9.ITFCOST : ft flUB^SE S ^fffl • 
10.ITFDATE : ££f?$HBSg|ft ftK9f • Mm/dd/yy . 

n.iTFsizE : ft^ie^-^^ge<j^^A/jN • 
mmmwi ■ 
> j • 



